LIeHTp MOHUTOpPKUHra couuanbHbIX CETEN

bYIAb B BE3ONACHOCTMI:
KAK HE CTATb YXEPTBOM
IT-NMPECTYNNEHUMU

TOM-10 NMPABUIJI



NMNoaBNeHMe B Hallen noBCeOAHEBHOMU YXXU3HM
COBPEMEHHbIX KOMIMbIOTEPHbLIX YCTPOUCTB WM
NMporpaMMHbIX CEepPBUCOB [pAeflaeT HalWy XU3Hb

HaMHOro yno6bHee, HO TpebyeT onpeaenéHHbIX
HaBbIKOB U 3HAHUM.

OnHOBpeMEeHHO C pPa3sBUTUEM TaKUX YCTPOMUCTB
nosBNSAIOTCS BUADI MOLUEeHHUYECTBa,
No3BOJIAIOLLME HAC OOMaHYTb M NPUCBOUTb HaLUW
OeHe)XHble cpeacTBa.

UYTO6bl HEe CcTaTb XepTBOM NpPecTYNHUKOB,
o6e3onacnMtb ce6a U CBOUX OJIN3ZKUX OT
nocAraTesibCTB Ha UX NepcoHalibHble AaHHbIe U
NINYHbIE coepexxeHus, Heob6xoauMo
npuaep>XXBaTbCS co6noaeHus K/1IouMeBbIX
npasun MeaAnabe3ornacHoCTM.




He no6asnamre
He3HaKOMBIX Nnioaen

BAPY3bs

O4HO M3 KJIIOYEeBbIX NMpaBuUa 6e30MNacHOCTU M1acuT -
HUKOraa He ropopute Ha ynvue CHe3HaKoMUAaMM.
9TO)>Xe nNpaBwuJio gencreyet neIHTepHeTe.

TonbKo 3AeCb NMPUTBOPATLCA APYrMM 4UYesI0oBEeKOM
ropasgo npowe, 4yeM BpeaslbHON XU3HWU. TpocTo
3HaWTe, UTO 3a aBaTapKoO CMMNAaTUYHOWN AEBYLUKW
MO>XeT CKPpbIBAaTbCSA KTO YroAHO — 0CO6EeHHO eC/i1 OHa
OTUYAAHHO MNbITAaeTCA y3HaTb agpec unu, Hanpumep,
Mojgesib KOMMNbTEpa.
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HukoMy He coobGLuamTe
JIMYHYIO MHpOPMAaLIMIO

Hukorga HM Npm Kakmx obcToaTeNnbCTBaxX Hesb3s
coobwaTtb MHPOPMAaLMIO INYHOIO XapakTepa, B TOM
yncsie CBOU MNepcoHasibHble AaHHble, K KOTOPbIM
OTHOCATCA: damMumnma, uUMA, OT4UYeCcTBO, JAaTa
poXXaeHua, AOMAaLUHVN aapec, HoMepa TesnedoHa,
6aHKOBCKMX KapTouek, Naponwu.

3HakKoMACb N obwasacb B MIHTepHeTe, obpalwianTe
BHVMaHMe Ha BOMNPOCbLI, KOTOpble BaM 3a4aloT
HOBbI€e ApPY3bHl.

B cnyyae nopao3speHuas BUPTYaJbHbIX Apy3en B
nonbiTKax o6bmaHa — HemMepaJ/iIeHHO npekpaljauTe
o6LlueHue!
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He ckauMBamTe
nporpamMmmbi
C COMHMTENbHbIX
CaMTOB

Ncnonb3ynTte AnAa 3arpyskyv NPUIOKEHUUN TONbLKO
opunymnanbHble NNHTepHeT-pecypcChl.

CkayaB nporpamMmy cnepBoOro nornasLuerocs pecypca,
MO>XHO JIerko MnoumMaTb BUPYC,N3-3aKOTOPOro He
TOJIbKO cioMaeTcs TeXHUKa, HO n y
3/I0YMbILU/IEHHVKOB OKAa)KyTCs HOMepa KaK BaluUX
6aHKOBCKUX KapT, TaK 1 BalLUX poanTesien.




He nepexoamTe no
noao3pmMrTesibHbIM
CCblJZIKaM

Henb3a Ha)XXmmaTb Ha noAo3punTEJibHbIE CCbIJTKW,

KOTOpble MNMPUXoAAT MO 3JIEKTPOHHOW nouTe WUnwv
B COO6LLEeHUnSAX.

Hanpumep: «llocmompu, Ymo 30ecb 0 mebe 2080pAM»,
«Tel cman o6nadamenem Hoeo2o iPhone— nepexodu
no ccoizike, Ymobel 3a6pams e20». HYy>KHO 3HaTb, UTO
Takuve coobLieHns oTNpPaBAAIOT MOLUEHHUKU nnpu
nepexoae no AaHHOW CCblJZIKe eCTb 60nbLUON PUCK
TOro, UTO Ha BawWl KoMMblTEep WA cmapTooH
nonageT onacHbIN BUPYC.




He cTaBbTeé reoMeTKm
noa doro

Mo HUM 3/10yMbILLJIEHHUKW N1erko y3HaloT, rae Bbl
XuBete un yuutecb. KoHeyHO, HeT HM4ero
CTPaLIHOro BTOM, YTO Bbl MPOCTaBUTE reoMeTKY Ha
doTorpadumn, Hanpmmep, €O LLKO/IbHOW 3KCKYPCUMN.
Ho Taby pAo0/HKHbI CTaTb JIMUHbLIN agpec, aapec
BalLlero obpasoBaTesibHOro yupexaeHvs n paboTbl
6/ 1N3KNX Apy3en unv poacTBeHHNKOB.
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NepenpoBepauTe
coob6LueHMa C
npocb6aMm 0 NoMoLUN
OT ApPpY3eMm
M PpOACTBEHHUKOB

MHorga  MOLUEHHUKW  B3/1aMbIBalOT AKKAYHTbI
B COLICETAX MpacCblZ1aloT BCEM APY3bAM COO06OLLEHUS
cnpocb6bonn nepeBect pAeHbrn. He ToOponuTechb
CNMOMOLLbI0, CBSDKMTECb NO TenedoHy cuUesioBeKoMm,
CO CTPAHNYKMN KOTOPOro NpuLLIIo coobLieHune, YTobbl
CaMOMY Y3HaTb, HY)XKHbI APYry AeHbrn nnuv Het. Inn
NocoBeTYUTECb CpoaNTENIAMM.
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He nepexoamMTe Ha

noao3puTesnbHbie
CTPpaHMLLbI ANA
coBepLUeHMUNA

OHJ/IAaMH-NOKYNOK

MoLUeHHUKN JI06AT coBepLlaTb OHJ/IAUH-MOKYMNKN He
MeHbLle, YeM Bbl, HO Y HUX Ha 3TO eCTb CBOU NMPUUYMHGLI. B
BUPTYyaZlbHOM MUpe 6aUnTeNIbHOCTb Oc/labeBaeT, N UIrpokn
MOryT He 3aMeTUTb o6bMaHa.

Mokynatenem 3aMaHMBAKT  HU3KUMU  LeHaMN W
«YHUKANIbHbIMU aKuusasmMmu». I He cTOUT 3a6ay>XAaTbCs, B
NnoAo6HbIe NNOBYLUKM MOTYT NMONacTb He TOJIbKO AeTu, HO WM
B3poOcC/ble.

Mpexxae uyemM BBOAUTbL Ha CTpPaHULUE CauTa CBOWM
nepcoHasibHble AaHHble, Naposn, KoAbl WU PEeKBUSUTDLI
6aHKOBCKOW KapTbl AN COBepLUIeHMS MOKYNKN  —-
YAOCTOBEPbTECH, UTO 3TO He MOLLUEeHHUYecKas CTpaHuua.

MnaTteXxmn BUHTEPHETE HY)KHO COr/1acoBbiBaTb CO B3POC/IbIMM.
A nyJywe noaxkl0UNTb YBEAOM/IEHUS O NaTeXKax!
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He HapgeMTecCchb Ha
6bicTpoe
o6boraweHme

Echm BaMm He XBaTaeT KapMaHHbIX AeHer Ha MOAHbIN
TenepoH WM TepneHus, 4To6bLl Ha Hero HAKOMWUTD,
MOLUEHHUKW C PaaoCTbio BaM «noMoryT»! OHU pa3mMeLlaroT
B WUHTepHeTe MHOXXeCTBO OODBLABNEHMA O ObICTPOM W
nerkom 3apabotke. Ho 3a4acTylo B TaKUX cay4dasax
BHe3anHoO  pas3b6boratetb yjAaeTcd  TO/MbKO CaMuUM
MaXmHaTopam.

MoweHHUK1n MoryT y6eanTb BacC B/IOXXWUTb A€HbrN B
«CBEepPXNpPuUObLIJIbHLIN NpoekT» (cnonnep — B PUHAHCOBYIO
nupamuay). Ao Bbinnat BKAagymkam pAeno o6bIYHO He
aoxoauTt. CobpaB AeHbrn € KaKk MOXXHO 60/ibLUero 4ymcna
nogen, opraHnN3aTopbl MCcUe3aloT.

Mopon obMaHLLMKM npeanararoT «b6bICTPO 3apaboTaTby,
NPOCTO 3aperncTpmMpoBaBLUNCL HA COMHUTE/IbHOM cauTe.
Hapo ToNbKO BbINOJIHATL 3ajaHUA WM genaTthb
6ykmeKkepckme cTaBku. [nA BbiBOAA «3apaboTKa» OHWN
NPOoCAT OoMJ1IaTUTb KoMuccurw. B mtore AeHbrm BmecTte C
AAHHbIMUM KapTbl OKa3biBaOTCA B pPyKaX MaXHaTOPOB.




He BepbTe B

nerKkue

«BbIMIrpbilLM» B
KOHKYpcaXx

Hepeako MOLUEeHHUKU paccbislaloT NMUCbMa U coobLyeHus, B
KOTOPbIX 06eLlaloT HeXXAAHHbIU BbIATPbILL UAUN OT MIMEHW
nonynsipHbIX 6510repos 3anyckarT peknamy
«becrnpourpbillHbIX JsoTepen». Ho 3atem 3a p[A0CTaBKY
«fMpu3a» WIN KaKue-TO Apyruve pA[onoJsiIHATesIbHble YCNyru
NPOCAT ONMJIaTUTb HeboNbLUYID KOMUCCUIO. Ana 3TOoro Haao
NPONTU NO CCbl/IKE N BBECTU AaHHble 6aHKOBCKOU KapTbl. Ho
Ha camMoOM pesnie cCbl/IKa BegeT Ha PULLMHIOBLIN CaUT, Y
BMEeCTO MNPU30OB [AOBEepuUMBLIA MNOJIb30BaTes/lb MNoOJy4yaeT
yObITKMW.

Ecnn opraHmnsaTopbl KOHKypCa MPOCAT YTO-IM60 onnaTwuTh,
3TO NMOBOJA HACTOPOXUTbCA. Mpexxae yemMm nNbiTaTb yaady B
OHJIaVIH-PO3bIrpbillaX, HAA0 y6eaANTbLCA, UTO OPraHN3aToOPbI —
He MOLUEHHUKWN: NOYNTaTb OT3biBbl B MHTEepHeTe, HOBOCTU
(BApPYr oHM y)Xe 3amMeyeHbl B ckaHganax). CronT npoBepuThb
Ha opuLuMmanbHOM CTpaHUUe 6norepa, AeNCTBUTE/IbHO /1N OH
peKslaMMnpyeT 3TOT KOHKYPC, WJIN OH TOXe CTasl >XepTBOW
MOLUEHHUKOB.
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He ucnonb3saymre
HaAMAEGHHYIO
6aHKOBCKYIO KapTy

Ha ynuue

Echn Bbl Hawn 6aHKOBCKYIO KapTy, TO B COOTBETCTBMMU CO
ctratben 227 K PP, Bbl 06513aHbl HeMeAJZIeHHO YBeA4OMUTb O
HaxoAKe Nuuo, noTepsiBLLee ee, U BO3BPaTUTb HAWAEHHYIO
Bewlb 3TOMY nuvuy. Ecnm >xe Bnageney njaacTUKOBOU KapTbl
BaM He N3BeCTeH, Bbl A0/I)KHbl 3aABUTb 0 HaxoAKe B No/INLUIO
nUnm otaeneHme 6aHka.

Mpn nonbiTKe OMIATUTb UTO-HUOYAb B MHTEpPHETe, NapoJsib
npuaét Ha Homep TenedoHa pgepxartensa. Moutm Besge
npeaycMmoTpeHa AByxdaKTOpHasA ayTeHTUoMKauus.

Mpy nonbiTKe CHATb Ha/lM4YHble Bbl Nonagére Ha Kamepbl
BuaeoHabnogeHns, KoTopbiMy o60opyaoBaHbl 6aHKOMAThI.

3a nonbITKY B3/I0Ma 4YYy)XOro c4yéTta npeaycMmaTpuBaeTcs
wrtpad A0 120 000 pyb6bnen, ob6saAsaTenbHble WAN
ncnpaBuTesnibHble paboTbl IN60 NnuLleHne cBob6oabl A0 TpeX
nert. TakKoke yronoBHoe Aeno MoXXeT O6biTb BO36Y)XAEHO 3a
Kpaky.




KOHTaAKTDI

B cnyyae, ecnu Bbl UM Balun 6G/IN3KUE CTanu
XepTBOM nMNpecTyngeHumsa, B 06sa3aTesibHOM
nopsake Heo6xoauMMo obpallaTbcsa B NOJMLUIO
no tenedoHy 112 nnum 02.




